
Client: 3 Serjeants’ Inn

Type: Barrister Chambers

Challenge: Provide highly secure 'guest' and 'member' wireless

access throughout Chambers. There was a requirement for

complete separation of the guest and member networks, as well

as being straightforward to use.

Sprout used the opportunity to enhance the existing perimeter

security to include advanced intrusion protection (IPS), gateway

antivirus and anti-spyware scanning whilst maintaining

compatibility with existing SonicWALL SSL VPN remote access.
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The Solution
Sprout selected a SonicWALL NSA 2400 firewall built to our own best practices to allow highly
secure yet functional Internet and remote access.  Implement IPS and Application Firewall settings
to throttle the allowed bandwidth used by specific video and audio streaming applications as well
as block access to certain websites by enforcing a highly configurable Content Filter policy.  Next
we set up highly secure Member wireless access using PEAP and WPA2 technology.  This uses
secure SSL certificates to encrypt domain authentication credentials which are needed in order to
access this network – not just a simple password.  Once attached, each member is able to gain
secure access to all Chambers resources – the wireless settings were pushed out to all domain
member computers via group policy allowing users to seamlessly attach, authenticate and
wirelessly roam throughout Chambers without any further action on their part.  Guest access was
next and is obviously a different requirement as it needs to work for a wide number or users.
WPA2 was chosen to secure guest data along with a secure key.  Both wireless networks are
managed centrally by the Sonicwall firewall, and each access point broadcasts both networks (cost
saving) without any danger of cross-contamination.  

The Results
• Block all dangerous web page content at the firewall before it gets to the desktop

• Secure wireless member access as well as isolated guest Internet traffic all centrally managed
from the Sonicwall firewall

• Ability to monitor, report upon, prioritise, throttle and control all Internet traffic

• Flexible yet highly secure network perimeter security

• Quick and easy to add additional wireless points in the future

“As one of Sprout's first customers I am
happy to confirm that we have

enjoyed and continue to enjoy a high
level of service. I have had experience
of other agencies and by comparison

cannot recommend Sprout highly
enough. I would particularly comment

on their always polite willingness to
grasp the nettle and get on with

sorting out any problem rather than
prevaricate.”

Nick Salt
Senior Clerk

Contact Us
Call Matt Torrens or Danny Killeen 

020 7036 8530    

www.sproutit.co.uk

info@sproutit.co.uk

Quadrant House, 

10 Fleet Street, London, EC4Y 1AU

http://www.sproutit.co.uk
mailto:info@sproutit.co.uk


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage false
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile (Color Management Off)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /PDFX1a:2001
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.30000
    0.30000
    0.30000
    0.30000
  ]
  /PDFXSetBleedBoxToMediaBox false
  /PDFXBleedBoxToTrimBoxOffset [
    0.30000
    0.30000
    0.30000
    0.30000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /SyntheticBoldness 1.000000
  /Description <<
    /DEU <>
    /FRA <>
    /JPN <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Use these settings to report on PDF/X-1a compliance and produce PDF documents only if compliant. PDF/X is an ISO standard for graphic content exchange. For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide. The PDF documents can be opened with Acrobat and Reader 4.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


